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|0e201ea7bbed1ab29fba6000258397c02b391792d110740d86561bfadbf3c3a1&prompt=consent&service=lso
&o2v=2&ddm=0&flowName=GeneralOAuthFlow
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Authentication response
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Authentication request

Authentication response





“Non-happy path”

-Frans Rosen, https://labs.detectify.com/writeups/account-hijacking-using-dirty-dancing-
in-sign-in-oauth-flows/#non-happy-paths-in-the-oauth-dance



OAuth 2.0 OIDC
built on



RECAP

Identity
Provider

Relaying
Party

OpenID Connect (OIDC) is an SSO protocol based on OAuth 2.0







Non-happy paths

When codes or tokens issued in the OAuth flow are
not consumed by the page they land on and remain in
the website URL

Can be accessed by JavaScript using location.href

To XSS... and beyond?



postMessage()

Allows cross origin communication between websites

Should validate origin of sender for security

Can be used to create URL-leaking “gadgets”



Web App

postMessage()

Analytics SDK 

sdk-load-embed

location.href

Allows cross origin communication between websites

Should validate origin of sender for security

Can be used to create URL-leaking “gadgets”



Example attack

Attacker’s origin

Attacker creates a malicious page which is loaded in
the target’s browser



Example attack

accounts.gmail.com/o/oauth2/...Attacker’s origin
window.open()

Attacker creates a malicious page which is loaded in
the target’s browser



accounts.gmail.com/o/oauth2/...Attacker’s origin
window.open()

target.com/error?code=123456...

Example attack

Attacker creates a malicious page which is loaded in
the target’s browser



accounts.gmail.com/o/oauth2/...Attacker’s origin
window.open()

sdk-load-embed

target.com/error?code=123456...

Example attack

target.com/error?code=123456...

Attacker creates a malicious page which is loaded in
the target’s browser



I wish
vulnerabilities

were real

WHAT IS OUT THERE



Custom flows?

Saw an authentication request with the parameter
response_type=pi.flow



Custom flows?

Saw an authentication request with the parameter
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Custom flow defined by Ping identity



Custom flows?

Saw an authentication request with the parameter
response_type=pi.flow

Custom flow defined by Ping identity

No need for redirects between origins

Code or token is returned within response to API



Custom flows?

GET /as/authorize... (cross-origin request)Client App auth.pingone.com.au



Custom flows?

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

Client App auth.pingone.com.au



Custom flows?
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Custom flows?

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

user/pass or code from external IdP

Client App auth.pingone.com.au



Custom flows?

Client App auth.pingone.com.auGET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

user/pass or code from external IdP

GET /as/resume/...?flowId=foo

code or token



Session fixation?

Flow identifier acted as a session token

Session fixation was a big issue in OAuth 1

Attacker initiates a session then convinces target user
into authenticating the session



Attacker

Attack attempt 1

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo



Attacker

Attack attempt 1

GET /as/authorize... (cross-origin request)
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Target user

send url



Attacker

Attack attempt 1

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

Target user

user/pass or code from external IdP

send url



Attacker

Attack attempt 1

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

Target user

GET /as/resume/...?flowId=foo

target’s code or token

user/pass or code from external IdP

send url



AttackerTarget user

Attack attempt 1

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

GET /as/resume/...?flowId=foo

Invalid session

user/pass or code from external IdP

send url



AttackerTarget user

Attack attempt 1

GET /as/authorize... (cross-origin request)

https://auth.pingone.com.au/...?flowId=foo

GET /as/resume/...?flowId=foo

user/pass or code from external IdP

send url

Set-Cookie: PF=asdf1337; HttpOnly;

Invalid session



Attack attempt 2

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo

window.open()



Attack attempt 2

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo

window.open()

GET /as/resume/...?flowId=foo

...



Attack attempt 2

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo

window.open()

GET /as/resume/...?flowId=foo

Target user

log in

code or token

...



Target user

Attack attempt 2

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo

window.open()

GET /as/resume/...?flowId=foo

does not log in

...



Attack attempt 3

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo&providerId=bar

window.open()

GET /as/resume/...?flowId=foo

...



Attack attempt 3

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo&providerId=bar

window.open()

AuthN request

AuthN response

GET /as/resume/...?flowId=foo

...



Attack attempt 3

Attacker’s origin https://auth.pingone.com.au/...?flowId=foo&providerId=bar

window.open()

AuthN request

AuthN response

GET /as/resume/...?flowId=foo

...

code or token



pi.flow is a custom flow defined by Ping identity
where code or token is returned within API response
instead of redirect uri

First attack (session fixation) didn’t work because of a
cookie set by pingone

Created a website to perform attack with more steps

Google SSO is your friend

RECAP



What is up with that Ping flow



Learnt something new about OIDC
protocol

Go and look for OAuth bugs (fun)

WRAPUP



CSRF

open redirect

postMessage gadgets

non-happy paths
confused

deputy

false identifier anti-
pattern

inherent flaws in
OAuth2.0

implementation
errors

NoAuth

IdP mix-up

XSS

session
fixation



THANKS FOR
LISTENING



RESOURCES
Frans Rosen’s blog post: https://labs.detectify.com/writeups/account-hijacking-using-
dirty-dancing-in-sign-in-oauth-flows
Salt Security has done a LOT of OAuth research in the past year:
https://salt.security/blog/over-1-million-websites-are-at-risk-of-sensitive-information-
leakage---xss-is-dead-long-live-xss 
NoAuth Lore: https://techcommunity.microsoft.com/t5/microsoft-entra-blog/the-false-
identifier-anti-pattern/ba-p/3846013
Egor Homakov the GOAT: https://homakov.blogspot.com/2014/02/how-i-hacked-github-
again.html
Yep: https://datatracker.ietf.org/doc/html/rfc6749#section-10.1
The Facebook 1click I mentioned: https://ysamm.com/?p=763
For beginners: https://portswigger.net/web-security/oauth#improper-implementation-of-
the-implicit-grant-type 



Contact me

@0xchsh

work: chuanshu@sheasecurity.com.au
personal: jchuanshu@gmail.com


